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Software Architecture Review Board
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Mission:
Manage flight software complexity

through better software architecture

Background

ÅEstablished in 2009 based on recommendation from Flight Software Complexity study 

to NASA Chief Engineer

ÅTargets projects in Formulation Phase to maximize impact

Charter

Å Provide constructive feedback to flight projects in the formative stages of software 

architecting

Å Focus on architectural improvements to reduce and/or better manage complexity in 

requirements, analysis, design, implementation, verification, and operations

Å Spread best architectural practices, principles, and patterns across flight software 

centers

Å Contribute to NASA Lessons Learned
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SARB Team Members

Name Expertise / Position Affiliation

Lore Prokop NESC Software Discipline Expert, NASA Technical Fellow in Software NESC

Lorraine Fesq SARB Lead, Fault Management Community of Practice Lead JPL

Ken Costello Engineering Services Group Lead, Safety and Mission Assurance 

Support Office

IV&V

Michael Madden Chief Scientist, Simulation Development and Analysis Branch LaRC

Darrel Raines Orion Deputy Spacecraft Mission Integration Project Lead Engineer JSC

Scott Tashakkor SLS CM/DM Lead, Systems Engineering Office MSFC

Jonathan Wilmot Software architect, Flight Software Branch GSFC

Laura Maynard-

Nelson

NESC Deputy Software Tech Fellow GRC



What is an Architecture Review?

ÅDAU lists architecture reviews as a best practice 

having the most supporting evidence

ñArchitectural Reviews are formal reviews held to evaluate how well a proposed 

architecture meets the needs and operational concept of the system under 

development. By focusing on the architecture and ops concepts, they identify 

mismatches early in the life cycle. An architectural review board or panel (an expert, 

non-advocate group) usually conducts the review.ò

Best Practices Clearinghouse

Defense Acquisition University
bcph.dau.mil



NASA Software Architecture Reviews

Objectives

ωManage and/or reduce flight software 
complexity through better software 
architecture

ωHelp improve mission software reliability 
and save costs

Approach

ωCreate a NASA-wide software 
architecture review board 
(SARB)

ωEngage with flight projects in 
the formative stages of 
software architecture

Plan
V Prepare introductory document, review 

process, review checklist, documentation 
recommendations, and sample problem 
statement

V Educate team on process

V Practice on flown missions

V Conduct real reviews



History

Benefits of Architecture Reviews

ÅñArchitecture reviews tend to increase quality, 

control cost, and decrease budget risk.ò
ï [Bass, Clements, and Kazman, Software Architecture in Practice, 1998]

ÅñIn our experience, the average [architecture] review 

pays back at least twelve times its cost.ò
ï [Daniel Starr and Gus Zimmerman, STQE Magazine, July/August 2002]

ÅBeneficial side effects:

ïThe review process trains people to be better architects

ïCross-organizational learning is enhanced

ïArchitectural reviews get management attention without 

personal retribution

ïArchitectural reviews assist organizational change

ï [Maranzano et al, IEEE Software, March/April 2005]



Past and Present SARB Reviews

Date Project Type of Review

9/21/09 Ares I mission: upper stage flight software (MSFC, John Weir) Telecon, 1 hour

11/30/09 SDO mission: flight software architecture  (GSFC, Manuel Maldonado 
& Mark Walters)

Telecon, 1 hour

2/10 Constellation software architecture description document Teleconference, document review

3/10 ς4/10 CoNNeCT: Command & data handling for 3 software defined radios 
(GRC, Denise Varga)

Teleconference, document review

5/25/10 SMAP FSW: Avionics PDR (JPL, Alex Murray) Face-to-face, full day

8/09/10 Project M (JSC, Lore Williams) Telecon, 1 hour

2/01/11 SMAP FSW: PDR-2 (JPL, Alex Murray) Face-to-face, full day

11/15/11 -11/16/11 cFE/CFS: reference architecture review (GSFC, Jonathan Wilmot) Face-to-face, 2 days

10/2-3/2012 Space Launch System FSW (MSFC, John Weir) Face-to-face, 2 days

6/18/2013 Flight Software Core (JPL, Katie Weiss) Face-to-face, full day

3/2-5/2015 Space Launch System FSW (MSFC, John Weir) Face-to-face, 3 days

11/15-3/16 Orion GNC FDIR FSW (JSC, Dave Weiler) Teleconference, document review

12/15-present Commercial Crew Program: SpaceX dCDR(Mike Aguilar) Teleconference, document review

4/16-6/16 Orion Flight Software DDR1 (JSC, Darrel Raines) Face-to-face, teleconferences, 
document review

10/31/16-12/1/16 Orion Flight Software DDR2 (JSC, Darrel Raines) Face-to-face, teleconferences 
document review

12/17-3/18 SLS/Orion Ground Systems Development and Operations SoftwareFace-to-face, teleconferences 
document review

8/20-present Gateway Vehicle System Manager Document review



Scope of Architectural Concerns

ÅArchitecture should address quality attributes
ïperformance, availability, maintainability, 

modifiability, security, testability, operability, etc.
ïWatch for unsubstantiated or ambiguous rqmts

ÅArchitecture should address principles of design

- Identify and follow architectural principles

- Leverage appropriate architectural patterns

ÅArchitecture should address verifiability

- Design can simplify or complicate verification

ÅArchitecture should address operability

- Inadequate design complicates operations

- Operational workarounds raises risk 

ÅArchitecture should address analyzability

- ñPoint of view is worth 80 IQ pointsò

Verification & 

Validation 

Complexity

Requirements 

Complexity

Operations 

Complexity

Flight Software 

Complexity

System-Level 

Analysis & 

Design



Quote

SLS Flight Software Architecture Review

ñI wanted to extend my thanks to you and the rest of the SARB team for 

the thorough SLS FSW review éThese leads were impressed with the 

level of software expertise of the SARB members, and commented that 

this was the most thorough review that had ever been performed for 

this flight software design. The significance of this review was that the 

right expertise provided an in-depth review of the actual software 

architecture and design. The SARB team initially reviewed the relevant 

UML models and documentation, provided comments, then supported the 

review and discussions at MSFC. This was of great value to the flight 

software team and we look forward to receiving the final report.ò

Leann Thomas

Chief, Flight and Ground Software Division

Space Systems Department



Historical Observations

Example Architectural Issues within NASA

ÅBoxes-and-lines diagrams lack clear semantics

ÅFlight software design details that are unnecessarily 

coupled to hardware details

ÅLots of software ñgadgetsòbut little in the way of 

abstractions tailored for the problem domain

ÅExcessive cross-strapping of hardware that complicates 

software without much reliability benefit

ÅUnderestimation of time needed to adequately test fault 

management

ÅFault management design that doesnôt scale well

ÅFault management designed only to handle a laundry 

list of faults; lack of defensive mindset



SARB Community of Practice Page
https:// nen.nasa.gov/web/ sarb



SARB Documents

ÅLocated on ñPreparation for Reviewò page on SARB CoP

1. Contextually Driven Architecture Reviews

2. Preparing for a Software Architecture Review

3. Project Problem Statement template

4. Quality Attributes Table

5. Reference Architecture Questions

6. Architecture Review Checklist

7. Scope of Architectural Concerns

SARB Documents are available at 
https:// nen.nasa.gov/web/sarb/preparation



Software Architecture Description 
Document (ADD)

V Architecture Terminology

V Mission Overview

V Context Diagram, Context Description

V Architectural Drivers

V Critical Resources & Margins

V Stakeholders & Concerns

V Quality Attribute Analysis

V Measures of Performance

V Architectural Decisions & Rationale

V Architectural Alternatives (Trade Studies)

V Multiple Views

V Diagrams and Legends

V Architectural Frameworks

V Heritage Analysis/Software Reuse

V Assumptions & Limitations

V Architectural Patterns, Principles, Invariants, 
Rules

V Fault Management

V Non-Concerns

V References

V SEI Template for Software Architecture 
Documentation

Recommended Contents for Software ADD
Å SARB advises starting with the SEI Template for a SW ADD, and to address 

concerns/characteristics specific to the NASA FSW domain

Å Resources that guide the architecting process and documentation

Å Pointers to other resources (e.g., books, on-line help)

https:// nen.nasa.gov/web/sarb/preparation



Problem Statement

Problem Statement Template

Å SARB recommends that projects 
complete the Problem Statement 
prior to a review

Å Describe the problem to be 
solved, including success criteria
Å Function
Å Form
Å Economy ςcost and value
Å Time
Å Operation

https:// nen.nasa.gov/web/sarb/preparation


